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SYSTEM AND METHOD FOR AUTOMATED SWITCHING OF DATA 
TRAFFIC IN A PACKET NETWORK 



FIELD OF THE INVENTION 
5 The present invention relates generally to telecommunication systems 

and, more particularly, to a system and method for automated switching of 
data traffic in a packet network. 
BACKGROUND OF THE INVENTION 

ATM is a switching and multiplexing technique designed for 

10 transmitting digital information, such as data, video, and voice, at high speed, 
with low delay, over a telecommunications network. The ATM network 
includes a number of switching nodes coupled through communication links. 
In the ATM network, bandwidth capacity is allocated to fixed-sized units 
named "cells/' The commimication links transport the cells from a switching 

15 node to another. These commimication links can support many virtual 

connections, also named channels, between the switching nodes. The virtual 
connections, for example a Virtual Channel Connection (VCC) or a Permanent 
Virtual Circuit (PVC), assure the flow and delivery of information contained in 
the cells. 

20 The ATM Forum, which is a user and vendor group establishing ATM 

standards, has also defined several ATM service categories, used in 
characterization of a virtual connection. For example, among such service 
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categories are (1) a Constant Bit Rate (CBR), which supports a constant or 
guaranteed rate to transport services, such as video or voice, as well as circuit 
emulation, which requires rigorous timing control and performance 
parameters; (2) a Variable Bit Rate (VBR), real time and non real time, which 
5 supports variable bit rate data traffic with average and peak traffic parameters; 
(3) an Available Bit Rate (ABR), which supports feedback to control the source 
rate in response to changed characteristics in the network; and (4) an 
Unspecified Bit Rate (UBR). 

Figure la illustrates a prior art packet network 100, typically including 

10 several network nodes, also known as switching nodes, 110 connected through 
single communication links 120. The packet network 100 is a data transmission 
network with guaranteed bandwidth and quality of service. Typically, end 
users 130 access the network 100 and connect to the nodes 110 via similar links 
120. Generally, the illustrated communication links 120 carry traffic from many 

15 sources to many destinations and may support multiple virtual connections. 
Although these virtual connections may be statistically multiplexed oonto the 
same link, the network 100 must still meet certain quality of service 
requirements for each connection. 

A failure within the network 100 will interrupt the flow of data from a 

20 source end user to a destination end user. When the flow of data is interrupted 
for a longer period of time, typically for a period longer than 250 milliseconds, 
some voice communications, such as voice calls, carried by the network will be 
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dropped. In order to improve the reliability of networks, several systems have 
been designed to eliminate such extended data interruptions. 

One such system is an automatic protection switching (APS) system. As 
illustrated in Figure lb, in the packet network 100, parallel links 122, 124 

5 connect the nodes 110 and are used to transmit duplicate information between 
the nodes 110 and to ensure fast and reliable data transmission. Link 122 is 
called an "active" link, while link 124 is a "stand-by" link. Because the same 
information is transmitted on both links 122, 124, the switching node 110 
located at the receiving end can choose either link to receive the transmitted 

10 information. For example, if the active link 122 fails, the stand-by link 124 can 
deliver the same information to the switching node. This APS configuration 
can be implemented, for example, with the SONET/SDH standards, and can 
also be used to transport data packets instead of voice communications. 

Although the APS system addresses link failures and can switch to a 

15 redundant link within 250 milliseconds, it cannot solve a network failure across 
multiple nodes, unless the network is covered with the APS system, which 
could be very expensive. Also, although the APS system increases the 
reliability of packet networks, the duplicated data sent on both links 122, 124 
reduces the bandwidth in half, resulting in a waste of bandwidth. 
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SUMMARY OF THE INVENTION 

A system and method for automated switching of data traffic in a 
network are described. Data is transmitted along a first virtual circuit among 
multiple virtual circuits in the network. Next, a failure is detected on the first 
5 virtual circuit. As a result, transmission of data is switched from the first 
virtual circuit to a second virtual circuit among the multiple virtual circuits in 
the network. 

Other features and advantages of the present invention will be apparent 
from the accompanying drawings and from the detailed description that 
10 follows. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and not limitation 
in the figures of the accompanying drawings, in which like references indicate 
similar elements and in which: 
5 Figure la shows an exemplary connection-oriented network. 

Figure lb shows an exemplary connection-oriented network with an 
example of an Automatic Protection Switching (APS) system. 

Figure 2 shows an exemplary packet network for handling voice 
communications. 

10 Figure 3 shows one embodiment of the system for automated switching 

of data traffic. 

Figure 4 is a flow diagram representing detection of a failure in the 
system for automated switching of data traffic. 

Figure 5 is a flow diagram representing detection of a remedied failure 
15 in the system for automated switching of data traffic. 
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DETAILED DESCRIPTION 

According to embodiments described herein, a gateway module within 
an ATM switch transmits data along a first virtual circuit among multiple 
virtual circuits in a packet network. Next, a line card within the gateway 
5 module detects a failure on the first virtual circuit. As a result, the line card 
switches transmission of data from the first virtual circuit to a second virtual 
circuit among the multiple virtual circuits in the network, thereby increasing 
the reliability of the network. One intended advantage is the reduction of the 
network failure time and the associated traffic loss. Another intended 

10 advantage is the implementation of the redundancy in the ATM layer of the 
network, which contains the ATM switch, without any involvement from the 
Internet Protocol (IP) layer, which contains routers receiving data. 

Figure 2 shows an exemplary connection-oriented network for handling 
voice communications, such as voice calls. As shown in Figure 2, in one 

15 embodiment, an end user 210, trying to initiate a voice call directed to a second 
end user 250, transmits a sequence of bits along link 215 to a network 200 via a 
transmitting first gateway module 220. The transmitting gateway module 220 
includes a line card 225 connected to the network. In one embodiment, line 
card 225 is a Voice Interworking Service Module (VISM) card, available from 

20 Cisco Systems, Inc., of San Jose, California. In one embodiment, the sequence of 
bits is transmitted at a standard rate into gateway module 220, is received by 
the line card 225, and translated into packets or cells. 
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Referring again to Figure 2, the data packets are then sent through the 
network 200 and reach a receiving second gateway module 240, prior to being 
delivered to the second user 250. The receiving gateway module 240 also 
includes a line card 245 connected to the network 200. In one embodiment, line 
5 card 225 is a VISM card, available from Cisco Systems, Inc., of San Jose, 
California. Once received within line card 245 of gateway module 240, the 
packets are decoded and translated back into sequence of bits, which are then 
transmitted to user 250 along link 255. The system for improving reliability of 
the network 200 will now be described in further detail. 

10 Figure 3 shows one embodiment of the system for automated switching 

of data traffic in a packet network. In one embodiment, the packet network is 
an Internet Protocol (IP) network. As illustrated in Figure 3, line card 225 
within gateway module 220 is connected to line card 245 within gateway 
module 240 through routers 260 and 280 provided within network 200. In one 

15 embodiment, routers 260 and 280 are high-speed routers residing within the IP 
network 200. Router 260 further includes ATM interfaces 262 and 264 and 
router interface 266. Router 280 further includes ATM interfaces 282 and 284 
and router interface 286. The router interface 266 of router 260 is further 
connected to the router interface 286 of router 280 through a communication 

20 link 250. In one embodiment, communication link 250 is a Packet over SONET 
link, having fully redundant APS protection. 



8 



Line card 225 within gateway module 220 is connected to ATM interface 
262 of router 260 through a link supporting ATM virtual circuit 228. Line card 
225 is further connected to ATM interface 282 of router 280 through a link 
supporting ATM virtual circuit 229. Line card 245 within gateway module 240 

5 is connected to ATM interface 264 of router 260 through a link supporting ATM 
virtual circuit 238 and is further connected to ATM interface 284 of router 280 
through a link supporting ATM virtual circuit 239. ATM virtual circuits 228, 
229, 238, 239, can support multiple voice connections between gateway modules 
220 and 240. Each ATM virtual circuit 228, 229, 238, 239 is provisioned with a 

10 predetermined bandwidth, sufficient to support all connections established by 
gateway modules 220 and 240. 

In one embodiment, if a voice connection is established between gateway 
modules 220 and 240, line card 225 transmits data packets along virtual circuit 
228 to router 260. Router 260 receives the data packets through ATM interface 

15 262 and transmits data to line card 245 along ATM virtual circuit 238 using the 
ATM interface 264. At the same time, line card 245 transmits data packets along 
virtual circuit 238 to router 260, which routes the data packets to line card 225 
along virtual circuit 228. Alternatively, line card 225 may establish a connection 
along virtual circuit 229, through router 280, and transmit the data packets to 

20 line card 245. In yet another embodiment, line card 225 may send data packets 
along both virtual circuits 228 and 229. 



In one embodiment, at the same time with the transmission of data 
packets along virtual circuit 228, line card 225 transmits detecting cells, for 
example Operation and Management (OAM) loopback cells, at a predetermined 
frequency along both virtual circuits 228 and 229. Each OAM loopback cell 
5 includes a special correlation tag to router with active loop back indication. As 
a result, virtual circuit 228 carries data packets and OAM loopback cells, while 
virtual circuit 229 only carries OAM loopback cells at the predetermined 
frequency. 

Line card 225 within gateway module 220 monitors the virtual circuit 228 
10 and receives the OAM loopback cells at the predetermined frequency. If a 
failure is declared on the link supporting virtual circuit 228, the connection 
which allows the flow of data packets and OAM loopback cells along virtual 
circuit 228 is affected and line card 225 stops receiving the OAM loopback cells 
at the predetermined frequency. 
15 In one embodiment, if line card 225 detects a predetermined gap in the 

receipt of OAM loopback cells along virtual circuit 228, it declares the failure, 
and switches transmission of data packets along virtual circuit 229. In one 
embodiment, line card 225 detects a gap of three consecutive OAM loopback 
cells. Alternatively, another number of consecutive OAM loopback cells may 
20 be provisioned to signal the failure in transmission of data. 

Once data packets are switched to the connection established along 
virtual circuit 229, data travels to router 280 through ATM interface 282. Router 
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280 then routes the flow of data packets via ATM interface 284 and along 
virtual circuit 239 to line card 245. 

Even if line card 245 now receives data packets along virtual circuit 239, 
line card 245 is not aware of the failure declared along virtual circuit 228 and 
5 continues to send data along virtual circuit 238 to router 260. Since router 260 
receives no data along virtual circuit 228 and has detected the failure by a 
predetermined procedure, for example transmission of OAM loopback cells 
from router 260 to line card 225, it cannot send data along virtual circuit 228. 
As a result, router 260 forwards the data packets received from line card 245 to 
10 router 280 along IP link 250. Router 280 receives the data packets through 
interface 286 and routes the data packets to line card 225 along virtual circuit 
229. 

Figure 4 is a flow diagram representing detection of a failure in the 
system for automated switching of data traffic. At processing block 410, data is 

15 transmitted on a first virtual circuit in the packet network. At processing block 
420, detecting cells are transmitted at a predetermined frequency on the first 
virtual circuit and a second virtual circuit in the packet network. In one 
embodiment, the detecting cells are OAM loopback cells having a correlation 
tag with incrementing sequence number. 

20 At processing block 430, the detecting cells are received along the first 

and the second virtual circuit. At processing block 440, a decision is made 
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whether a predetermined gap is detected in receipt of the detecting cells. In one 
embodiment, the predetermined gap contains three consecutive detecting cells. 

If the gap is detected, then, at processing block 450, data transmission is 
switched on to the second virtual circuit. Otherwise, if no gap is detected, 
5 processing blocks 410 through 440 are repeated. 

Referring back to Figure 3, after transmission of data packets is switched 
to virtual circuit 229, line card 225 continues to monitor virtual circuits 228 and 
229 by sending OAM loopback cells at the predetermined frequency along both 
virtual circuits 228 and 229. Line card 225 detects that virtual circuit 228 is back 

10 up and that the failure has been remedied once it receives a predetermined 

sequence of OAM loopback cells along virtual circuit 228. In one embodiment, 
the predetermined sequence contains five consecutive OAM loopback cells. 
Alternatively, a different number of consecutive OAM loopback cells may be 
provided to signal that the failure has been remedied. 

15 In one embodiment, line card 225 continues to send data packets along 

virtual circuit 229 and OAM loopback cells along both virtual circuits 228 and 
229. Alternatively, line card 225 may be provisioned to switch transmission of 
data packets back to virtual circuit 228. 

Figure 5 is a flow diagram representing detection of a remedied failure in 

20 the system for automated switching of data traffic. At processing block 510, 
data is transmitted on the second virtual circuit. At processing block 520, 
detecting cells are transmitted at a predetermined frequency on the first virtual 
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circuit and the second virtual circuit in the packet network. In one 
embodiment, the detecting cells are OAM loopback cells having the correlation 
tag with incrementing sequence number. 

At processing block 530, the detecting cells are received along the first 
5 and the second virtual circuit. At processing block 540, a decision is made 
whether a predetermined sequence is detected in receipt of the detecting cells. 
In one embodiment, the predetermined sequence contains five consecutive 
detecting cells. 

If the sequence is detected, then, at processing block 550, in one 
10 embodiment, data transmission is maintained on the second virtual circuit. 
Alternatively, data transmission may be switched to the first virtual circuit. If 
no sequence is detected, processing blocks 510 through 540 are repeated. 

In one embodiment, the following discussion is presented in the context 
of a Voice over packet network, such as an Internet Protocol (IP) network. 
15 However, the present invention is not limited to IP networks and may be 
implemented with other types of networks, such as Frame Relay networks 
running on Asynchronous Transfer Mode (ATM) networks, and any protocol 
which can run over an ATM network. The present invention may be 
implemented with different types of communication paths or virtual circuits, 
20 such as Permanent Virtual Circuits (PVCs), Switched Virtual Circuits (SVCs), or 
a combination of PVCs and SVCs. 
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It is also to be understood that embodiments of this invention may be 
used as or to support software programs executed upon some form of 
processing core (such as the CPU of a computer) or otherwise implemented or 
realized upon or within a machine readable medium. A machine readable 
5 medium includes any mechanism for storing or transmitting information in a 
form readable by a machine (e.g., a computer). For example, a machine 
readable medium includes read-only memory (ROM); random access memory 
(RAM); magnetic disk storage media; optical storage media; flash memory 
devices; electrical, optical, acoustical or other form of propagated signals (e.g., 

10 carrier waves, infrared signals, digital signals, etc.); or any other type of media 
suitable for storing or transmitting information. 

In the foregoing specification, the invention has been described with 
reference to specific exemplary embodiments thereof. It will, however, be 
evident that various modifications and changes may be made thereto without 

15 departing from the broader spirit and scope of the invention as set forth in the 
appended claims. The specification and drawings are, accordingly, to be 
regarded in an illustrative rather than a restrictive sense. 



14 



CLAIMS 

What is claimed is: 

1 1. A method comprising: 

2 transmitting data along a first virtual circuit of a plurality of virtual 

3 circuits in a network; 

4 detecting a failure on said first virtual circuit; and 

5 switching transmission of said data from said first virtual circuit to a 

6 second virtual circuit of said plurality of virtual circuits in said network. 



1 2. The method according to claim 1, wherein said network is an 

2 Internet Protocol (IP) network. 

1 3. The method according to claim 1, wherein said network is an 

2 Asynchronous Transfer Mode (ATM) network. 



1 4. The method according to claim 1, wherein said transmitting 

2 further comprises: 

3 transmitting a plurality of detecting cells along said first virtual circuit, 

4 said second virtual circuit, and each virtual circuit of said plurality of virtual 

5 circuits. 
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1 5. The method according to claim 4, wherein said plurality of 

2 detecting cells are transmitted at a predetermined frequency. 

1 6. The method according to claim 4, wherein each detecting cell of 

2 said plurality of detecting cells is an operation and management (OAM) 

3 loopback cell having a correlation tag with incrementing sequence number. 

1 7. The method according to claim 4, wherein said detecting further 

2 comprises: 

3 receiving said plurality of detecting cells; and 

4 detecting a predetermined gap in said plurality of detecting cells on said 

5 first virtual circuit. 

1 8. The method according to claim 7, wherein said predetermined 

2 gap includes three detecting cells of said plurality of detecting cells. 

1 9. The method according to claim 1, further comprising transmitting 

2 a plurality of detecting cells along each virtual circuit of said plurality of virtual 

3 circuits. 

1 10. The method according to claim 7, further comprising: 
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2 detecting a predetermined sequence of detecting cells of said plurality of 

3 detecting cells on said first virtual circuit; and 

4 switching transmission of said data from said second virtual circuit to 

5 said first virtual circuit. 

1 11. The method according to claim 7, further comprises: 

2 detecting a predetermined sequence of detecting cells of said plurality of 

3 detecting cells on said first virtual circuit; and 

4 maintaining transmission of said data along said second virtual circuit. 

1 12. The method according to claim 10, wherein said predetermined 

2 sequence includes five detecting cells of said plurality of detecting cells. 

1 13. The method according to claim 1, wherein said data comprises 

2 Asynchronous Transfer Mode (ATM) cells. 

1 14. A switch comprising: 

2 a gateway module for transmitting data along a first virtual circuit of a 

3 plurality of virtual circuits in a network; 

4 said gateway module further including a line card for detecting a failure 

5 on said first virtual circuit and switching transmission of said data from said 

6 first virtual circuit to a second virtual circuit of said plurality of virtual circuits. 
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1 15. The switch according to claim 14, wherein said gateway module 

2 further transmits a plurality of detecting cells along said first virtual circuit, 

3 said second virtual circuit, and each virtual circuit of said plurality of virtual 

4 circuits. 



1 16. The switch according to claim 15, wherein said plurality of 

2 detecting cells are transmitted at a predetermined frequency. 

1 17. The switch according to claim 15, wherein each detecting cell of 

2 said plurality of detecting cells is an operation and management (OAM) 

3 loopback cell having a correlation tag with incrementing sequence number. 

1 18. The switch according to claim 15, wherein said line card further 

2 receives said plurality of detecting cells and detects a predetermined gap in said 

3 plurality of detecting cells on said first virtual circuit. 

1 19. The switch according to claim 18, wherein said predetermined 

2 gap includes three detecting cells of said plurality of detecting cells. 

1 20. The switch according to claim 15, wherein said line card further 

2 receives said plurality of detecting cells and detects a predetermined sequence 

3 of detecting cells of said plurality of detecting cells on said first virtual circuit. 
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1 21. The switch according to claim 20, wherein said line card further 

2 switches transmission of said data from said second virtual circuit to said first 

3 virtual circuit. 

1 22. The switch according to claim 20, wherein said line card further 

2 maintains transmission of said data along said second virtual circuit. 

1 23. The switch according to claim 20, wherein said predetermined 

2 sequence includes five detecting cells of said plurality of detecting cells. 

1 24. The switch according to claim 14, wherein said data comprises 

2 Asynchronous Transfer Mode (ATM) cells. 

1 25. A computer readable medium containing executable instructions 

2 which, when executed in a processing system, cause the system to perform a 

3 method comprising: 

4 transmitting data along a first virtual circuit of a plurality of virtual 

5 circuits in a network; 

6 detecting a failure on said first virtual circuit; and 

7 switching transmission of said data from said first virtual circuit to a 

8 second virtual circuit of said plurality of virtual circuits in said network. 
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1 26. The computer readable medium according to claim 25, wherein 

2 said network is an Internet Protocol (IP) network. 

1 27. The computer readable medium according to claim 25, wherein 

2 said network is an Asynchronous Transfer Mode (ATM) network. 

1 28. The computer readable medium according to claim 25, wherein 

2 said transmitting further comprises: 

3 transmitting a plurality of detecting cells along said first virtual circuit, 

4 said second virtual circuit, and each virtual circuit of said plurality of virtual 

5 circuits. 

1 29. The computer readable medium according to claim 28, wherein 

2 said plurality of detecting cells are transmitted at a predetermined frequency. 

1 30. The computer readable medium according to claim 28, wherein 

2 each detecting cell of said plurality of detecting cells is an operation and 

3 management (OAM) loopback cell having a correlation tag with incrementing 

4 sequence number. 

1 31. The computer readable medium according to claim 28, wherein 

2 said detecting further comprises: 
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3 receiving said plurality of detecting cells; and 

4 detecting a predetermined gap in said plurality of detecting cells on said 

5 first virtual circuit. 

1 32. The computer readable medium according to claim 31, wherein 

2 said predetermined gap includes three detecting cells of said plurality of 

3 detecting cells. 

1 33. The computer readable medium according to claim 25, wherein 



2 said method further comprises transmitting a plurality of detecting cells along 

3 each virtual circuit of said plurality of virtual circuits. 

1 34. The computer readable medium according to claim 31, wherein 

2 said method further comprises: 

3 detecting a predetermined sequence of detecting cells of said plurality of 

4 detecting cells on said first virtual circuit; and 

5 switching transmission of said data from said second virtual circuit to 

6 said first virtual circuit. 

1 35. The computer readable medium according to claim 31, wherein 

2 said method further comprises: 
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3 detecting a predetermined sequence of detecting cells of said plurality of 

4 detecting cells on said first virtual circuit; and 

5 maintaining transmission of said data along said second virtual circuit. 
1 36. The computer readable medium according to claim 34, wherein 



2 said predetermined sequence includes five detecting cells of said plurality of 

3 detecting cells. 



1 37. The computer readable medium according to claim 25, wherein 

2 said data comprises Asynchronous Transfer Mode (ATM) cells. 

1 38. An apparatus comprising: 

2 means for transmitting data along a first virtual circuit of a plurality of 

3 virtual circuits in a network; 

4 means for detecting a failure on said first virtual circuit; and 

5 means for switching transmission of said data from said first virtual 

6 circuit to a second virtual circuit of said plurality of virtual circuits in said 

7 network. 

1 39. The apparatus according to claim 38, wherein said network is an 

2 Internet Protocol (IP) network. 
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1 40. The apparatus according to claim 38, wherein said network is an 

2 Asynchronous Transfer Mode (ATM) network. 

1 41. The apparatus according to claim 38, further comprising: 

2 means for transmitting a plurality of detecting cells along said first 

3 virtual circuit, said second virtual circuit, and each virtual circuit of said 

4 plurality of virtual circuits. 

1 42. The apparatus according to claim 41, wherein said plurality of 

2 detecting cells are transmitted at a predetermined frequency. 

1 43. The apparatus according to claim 41, wherein each detecting cell 

2 of said plurality of detecting cells is an operation and management (OAM) 

3 loopback cell having a correlation tag with incrementing sequence number. 

1 44. The apparatus according to claim 41, further comprising: 

2 means for receiving said plurality of detecting cells; and 

3 means for detecting a predetermined gap in said plurality of 

4 detecting cells on said first virtual circuit. 

1 45. The apparatus according to claim 44, wherein said predetermined 

2 gap includes three detecting cells of said plurality of detecting cells. 
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1 46. The apparatus according to claim 38, further comprising means 

2 for transmitting a plurality of detecting cells along each virtual circuit of said 

3 plurality of virtual circuits. 

1 47. The apparatus according to claim 44, further comprising: 

2 means for detecting a predetermined sequence of detecting cells of said 

3 plurality of detecting cells on said first virtual circuit; and 

4 means for switching transmission of said data from said second virtual 

5 circuit to said first virtual circuit. 

1 48. The apparatus according to claim 44, further comprises: 

2 means for detecting a predetermined sequence of detecting cells of said 

3 plurality of detecting cells on said first virtual circuit; and 

4 means for maintaining transmission of said data along said second 

5 virtual circuit. 

1 49. The apparatus according to claim 47, wherein said predetermined 

2 sequence includes five detecting cells of said plurality of detecting cells. 

1 50. The apparatus according to claim 38, wherein said data comprises 

2 Asynchronous Transfer Mode (ATM) cells. 
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ABSTRACT 

A system and method for automated switching of data traffic in a 
network are described. Data is transmitted along a first virtual circuit among 
multiple virtual circuits in a network. Next, a failure is detected on the first 
virtual circuit. As a result, transmission of data is switched from the first 
virtual circuit to a second virtual circuit among the multiple virtual circuits in 
the network. 
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As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below, next to my name. 

I believe I am the original, first, and sole inventor (if only one name is listed below) or an original, 
first, and joint inventor (if plural names are listed below) of the subject matter which is claimed and 
for which a patent is sought on the invention entitled 

SYSTEM AND METHOD FOR AUTOMATED SWITCHING OF DATA TRAFFIC IN A PACKET 
NETWORK 



the specification of which 

_X is attached hereto. 

was filed on as 

United States Application Number _ 

or PCT International Application Number 

and was amended on . . 

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above-identified 
specification, including the claim(s), as amended by any amendment referred to above. I do not 
know and do not believe that the claimed invention was ever known or used in the United States of 
America before my invention thereof, or patented or described in any printed publication in any 
country before my invention thereof or more than one year prior to this application, that the same 
was not in public use or on sale in the United States of America more than one year prior to this 
application, and that the invention has not been patented or made the subject of an inventor's 
certificate issued before the date of this application in any country foreign to the United States of 
America on an application filed by me or my legal representatives or assigns more than twelve 
months (for a utility patent application) or six months (for a design patent application) prior to this 
application. 

I acknowledge the duty to disclose all information known to me to be material to patentability as 
defined in Title 37, Code of Federal Regulations, Section 1 .56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 1 19(a)-(d), of any 
foreign application(s) for patent or inventor's certificate listed below and have also identified below 
any foreign application for patent or inventor's certificate having a filing date before that of the 
application on which priority is claimed: 
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Priority 



Prior Foreian Applications) 








(Number) 


(Country) 


(Day/Month/Year Filed) 


Yes No 


(Number) 


(Country) 


(Day/Month/Year Filed) 


Yes No 


(Number) 


(Country) 


(Day/Month/Year Filed) 


Yes No 



I hereby claim the benefit under title 35, United States Code, Section 1 19(e) of any United States 
provisional application (s) listed below: 



(Application Number) Filing Date 



(Application Number) Filing Date 



I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States 
application (s) listed below and, insofar as the subject matter of each of the claims of this application 
is not disclosed in the prior United States application in the manner provided by the first paragraph 
of Title 35, United States Code, Section 1 12, 1 acknowledge the duty to disclose all information 
known to me to be material to patentability as defined in Title 37, Code of Federal Regulations, 
Section 1 .56 which became available between the filing date of the prior application and the national 
or PCT international filing date of this application: 



(Application Number) Filing Date (Status - patented, 

pending, abandoned) 



(Application Number) Filing Date (Status patented, 

pending, abandoned) 

I hereby appoint the persons listed on Appendix A hereto (which is incorporated by reference and a 
part of this document) as my respective patent attorneys and patent agents, with full power of 
substitution and revocation, to prosecute this application and to transact all business in the Patent 
and Trademark Office connected herewith. 

Send correspondence to Florin Corie , BLAKELY, SOKOLOFF, TAYLOR & 

(Name of Attorney or Agent) 
ZAFMAN LLP, 12400 Wilshire Boulevard 7th Floor, Los Angeles, California 90025 and direct 

telephone calls to Florin Corie , (408) 720-8300. 

(Name of Attorney or Agent) 
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I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made 
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 
States Code and that such willful false statements may jeopardize the validity of the 
application or any patent issued thereon. 

Full Name of Sole/First Inventor Madhav V. Marathe „ 



Inventor's Signature Date . 



Post Office Address 18477 Edminton Drive 



Cupertino. California 95014 



Full Name of Second/Joint Inventor Ronak Desai 



Post Office Address 5428 Androneda Circle 



Fremont. California 94538 



Full Name of Third/Joint Inventor Madhu Grandhi 



Post Office Address 33567 Trinculo Lane 



Fremont. California 94555 



Full Name of Fourth/Joint Inventor. 



Residence Cupertino. California Citizenship U.S.A. 



(City, State) (Country) 



Inventor's Signature „ Date . 



Residence Fremont. California Citizenship Indian 



(City, State) (Country) 



Inventor's Signature Date . 



Residence Fremont. California Citizenship Indian 



(City, State) (Country) 



Inventor's Signature Date . 

Residence Citizenship . 



(City, State) (Country) 
Post Office Address 



Rev. 02/07/00 (D1) 



-3- 



APPENDIX A 



William E. Alford, Reg. No. 37,764; Farzad E. Amini, Reg. No. P42.261; Aloysius T. C. AuYeung, Reg. No. 
35,432; William Thomas Babbitt, Reg. No. 39,591; Carol F. Barry, Reg. No. 41,600; Jordan Michael 
Becker, Reg. No. 39,602; Bradley J. Bereznak, Reg. No. 33,474; Michael A. Bernadicou, Reg. No. 35,934; 
Roger W. Blakely, Jr., Reg. No. 25,831 ; Gregory D. Caldwell, Reg. No. 39,926; Ronald C. Card, Reg. No. 
44,587; Andrew C. Chen, Reg. No. 43,544; Thomas M. Coester, Reg. No. 39,637; Florin Corie, Reg. No. 
46,244; Dennis M. deGuzman, Reg. No. 41,702; Stephen M. De Klerk, under 37 C.F.R. § 10.9(b); Michael 
Anthony DeSanctis, Reg. No. 39,957; Daniel M. De Vos, Reg. No. 37,813; Robert Andrew Diehl, Reg. No. 
40,992; Sanjeet Dutta, Reg. No. P46.145; Matthew C. Fagan, Reg. No. 37,542; Tarek N. Fahmi, Reg. No. 
41,402; Paramita Ghosh, Reg. No. 42,806; James Y. Go, Reg. No. 40,621; James A. Henry, Reg. No. 
41 ,064; Willmore F. Holbrow III, Reg. No. P41 ,845; Sheryl Sue Holloway, Reg. No. 37,850; George W 
Hoover II, Reg. No. 32,992; Eric S. Hyman, Reg. No. 30,139; William W. Kidd, Reg. No. 31 ,772; Sang Hui 
Kim, Reg. No. 40,450; Eric T. King, Reg. No. 44,188; Erica W. Kuo, Reg. No. 42,775; Kurt P. 
Leyendecker, Reg. No. 42,799; Michael J. Mallie, Reg. No. 36,591 ; Andre L. Marais, under 37 C.F.R. § 
10.9(b); Paul A. Mendonsa, Reg. No. 42,879; Darren J. Milliken, Reg. 42,004; Lisa A. Norris, Reg. No. 
44,976; Chun M. Ng, Reg. No. 36,878; Thien T. Nguyen, Reg. No. 43,835; Thinh V. Nguyen, Reg. No. 
42,034; Dennis A. Nicholls, Reg. No. 42,036; Daniel E. Ovanezian, Reg. No. 41,236; Marina Portnova, 
Reg. No. P45.750; Babak Redjaian, Reg. No. 42,096; William F. Ryann, Reg. 44,313; James H. Salter, 
Reg. No. 35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 31,195; Jeffrey Sam 
Smith, Reg. No. 39,377; Maria McCormack Sobrino, Reg. No. 31,639; Stanley W. Sokoloff, Reg. No. 
25,128; Judith A. Szepesi, Reg. No. 39,393; Vincent P. Tassinari, Reg. No. 42,179; Edwin H. Taylor, Reg. 
No. 25,129; John F. Travis, Reg. No. 43,203; George G. C. Tseng, Reg. No. 41 ,355; Joseph A. 
Twarowski, Reg. No. 42,191; Lester J. Vincent, Reg. No. 31,460; Glenn E. Von Tersch, Reg. No. 41,364; 
John Patrick Ward, Reg. No. 40,216; Mark L. Watson, Reg. No. P46.322; Thomas C. Webster, Reg. No. 
P46.154; Charles T. J. Weigell, Reg. No. 43,398; Kirk D. Williams, Reg. No. 42,229; James M. Wu, Reg. 
No. 45,241; Steven D. Yates, Reg. No. 42,242; and Norman Zafman, Reg. No. 26,250; my patent 
attorneys, and Justin M. Dillon, Reg. No. 42,486; my patent agent, of BLAKELY, SOKOLOFF, TAYLOR & 
ZAFMAN LLP, with offices located at 12400 Wilshire Boulevard, 7th Floor, Los Angeles, California 90025, 
telephone (310) 207-3800, and James R. Thein, Reg. No. 31,710, my patent attorney. 
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APPENDIX B 



Title 37, Code of Federal Regulations, Section 1 .56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if ail information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1 .98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1 ) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1 ) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1 ) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 



Rev. 02/07/00 (D1) 



-5- 



